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High Risk Alerts

New Inquiry: A new inquiry was reported on your credit file on

10/24/20 1
- New inquiry: A new inquiry was reported on your credit file on
i 10/23/20
Financial Transaction: A large withdrawal was made from your
account on 10/19/20
Other Alerts
Early Warning: We have detected new activity associated with
your profile |

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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SYSTEMS AND METHODS FOR
CLASSIFICATION AND TIME SERIES
CALIBRATION IN IDENTITY HEALTH

ANALYSIS

BACKGROUND

[0001] Aspects of the disclosure relate to processing sys-
tems. In particular, aspects of the disclosure relate to pro-
cessing systems that train and apply machine learning mod-
els.

[0002] In some instances, enterprise organizations may
use machine learning models to perform regression 1n time
series events for continuous numerical data (e.g., stock
market prices). In may be diflicult, however, to apply such
techniques to categorical data. Accordingly, enterprise orga-
nizations athiliated with such categorical data may be unable
to apply machine learning models to perform regression in
time series events. This inability may limit or otherwise
impact the isights that such enterprise organizations are
cnabled to produce.

SUMMARY

[0003] Aspects of the disclosure provide eflective, efhi-
cient, scalable, and convenient technical solutions that
address and overcome the techmical problems associated
with 1dentity health scoring.

[0004] In accordance with one or more embodiments, a
computing platform comprising at least one processor, a
communication interface communicatively coupled to the at
least one processor, and memory may train a machine
learning model, using historical event information, by: 1)
classitying the historical event information using logical
regression, and 2) after classitying the historical event
information, performing time series calibration on the clas-
sified historical event information, which may configure the
machine learning model to output identity health informa-
tion. The computing platform may receive new event infor-
mation. The computing platform may input the new event
information into the machine learning model, which may
cause the machine learning model to output the identity
health information. The computing platform may send, to a
client device, the identity health information and one or
more commands directing the client device to display an
identity health interface, which may cause the client device
to display the i1dentity health interface.

[0005] In one or more instances, the computing platiorm
may perform the time series calibration by performing one
or more of alert compounding, N-day window alert capture,
or tri-label encoding. In one or more instances, the comput-
ing platform may perform the alert compounding by con-
sidering an alert type a number of times that 1t appears
within a capture window.

[0006] In one or more examples, the computing platform
may perform the N-day window alert capture by considering,
historical event information from N-days prior to a current
date up to the current date. In one or more instances, the
historical event information may include identity threat
alerts.

[0007] In one or more mnstances, the computing platiform
may perform the tri-label encoding by: 1) labeling the
historical event mnformation based on user input indicating,
that an 1dentity threat alert correctly i1dentified a threat or
incorrectly identified a threat, or 2) labeling the historical
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cvent information to indicate that user input was not
received for the corresponding alert. In one or more
instances, the computing platform may classify the historical
event mnformation by: 1) graphing alert data and fraud event
data against time, and 2) deriving, based on the graph,
identity health score data.

[0008] In one or more arrangements, the computing plat-
form may display the identity health interface by displaying
the graph. In one or more instances, the computing platform
may display the identity health interface by displaying a
color coded scale and a user’s position on the color coded
scale, where the user’s position on the color coded scale
indicates an 1dentity health status for the user.

[0009] In one or more instances, the machine learning
model may be configured to provide real time 1dentity health
scoring mnformation. In one or more instances, the comput-
ing platform may train, using neural network regression, a
predictive 1dentity health scoring model configured to pre-
dict identity threat events.

[0010] These features, along with many others, are dis-
cussed 1n greater detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The present disclosure is illustrated by way of
example and not limited 1n the accompanying figures 1n
which like reference numerals indicate similar elements and
in which:

[0012] FIGS. 1A and 1B depict an illustrative computing
environment for applying machine learning for identity
health scoring 1n accordance with one or more example
embodiments;

[0013] FIGS. 2A-2C depict an illustrative event sequence
for applying machine learning for identity health scoring 1n
accordance with one or more example embodiments;
[0014] FIG. 3 depicts an illustrative method for applying
machine learning for identity health scoring 1in accordance
with one or more example embodiments; and

[0015] FIGS. 4 and 5 depict illustrative graphical user
interfaces for applying machine learning for identity health
scoring 1n accordance with one or more example embodi-
ments.

DETAILED DESCRIPTION

[0016] In the following description of various illustrative
embodiments, reference 1s made to the accompanying draw-
ings, which form a part hereof, and in which 1s shown, by
way of 1llustration, various embodiments 1n which aspects of
the disclosure may be practiced. It 1s to be understood that
other embodiments may be utilized, and structural and
functional modifications may be made, without departing
from the scope of the present disclosure.

[0017] It 1s noted that various connections between ele-
ments are discussed 1n the following description. It 1s noted
that these connections are general and, unless specified
otherwise, may be direct or indirect, wired or wireless, and
that the specification 1s not intended to be limiting in this
respect.

[0018] As a brief mtroduction to the concepts described
further below, systems and methods for identity health
scoring (e.g., providing a metric that indicates a likelihood
of identity theft) are described. For example, an identity
score may be generated based on risk information from
alerts (e.g., fraud alerts) and/or user profiles. The system and
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method may use machine learning techmques to generate an
identity health score. More specifically, the systems and
methods described herein may use a time series machine
learning classifier in a two-step process. For example, a
classification model may be trained, and subsequently
inserted back into a time series for a time series calibration
SESS101.

[0019] Standard machine learning may be broken down
into four steps: business understanding, model selection,
model training, and model deployment. Time series machine
learning algorithms include recurrent neural network (RINN)
and long short-term memory (LSTM).

[0020] The current state of the art has machine learning
models that perform regression in time series events used for
stock market prediction. Techniques such as RNN and
LSTM create artificial memory by feed-forwarding data to
show the importance of prior data in a time series event.
Most of these techniques work on numerical data that i1s
continuous (e.g., stock market price). Very few, however,
have been developed for categorical data.

[0021] Categorical data has been used in classification
machine learning. There are many commonly used standard
algorithms. One 1s logistic regression, and it may be used 1n
a classification problem to predict true or false, and a
probability between zero and one indicating whether or not
the prediction 1s correct. The threshold for a positive clas-
sification 1s normally set between greater than 0.5 and less
than 1.

[0022] Accordingly, described herein are arrangements for
developing a score that indicates risk of adverse outcomes
(¢.g., stolen 1dentity theft, dark web sale of credentials, email
compromise, social media compromise, or the like) that 1s
based on machine learning. Some example aspects to be
considered include: 1) the time series problem requires
scoring in real time, 2) i1t 1s based on discrete numerous types
of alert data from monitoring agencies or partners, and 3) the
goal 1s to provide risk scoring based on the 1dea of financial
or compromise health, machine learning 1s based on user
data which 1s scalable. In light of these aspects, the disclo-
sure heremn aims to address the following techmical chal-
lenges: 1) there are few time series machine learning algo-
rithms currently in existence that can handle discrete
categorical data 1n real time, and most of these tend to be on
the research side, 2) scant amounts of alert data for each user
makes machine learning diflicult, and 3) developing a scor-
ing risk model based on machine learning 1s diflicult 1n light
of challenges one and two.

[0023] Since there are few if any techniques to handle
discrete categorical data in a time series regression or
classification 1n supervised machine learning, this problem
1s challenging to solve. The systems and methods described
herein provide a solution to a classification problem that
provides a risk of an adverse event that 1s running as a time
series machine learning model.

[0024] By freezing time and creating a classifier that
determines whether a captured set of alerts within a window
has an adverse event shown by data (e.g., remediation or
fraud event), the classifier may be built outside of the time
series problem by using positive and negative cases to give
a prediction and a probability of a risk of an adverse event.
This classifier may then be inserted into the time series data,
and analyzed as 1f time has been rewound. The model may
be further calibrated by looking at remediation events and
tuning the model hyperparameters accordingly to increase
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accuracy. In doing so, the overarching technical problem
may be split into two smaller problems: a classification
problem and time series regression problem.

[0025] Accordingly, the systems and methods described
herein provide numerous technical advantages. First, the
model may be based on machine learning and might not be
rule based. A hierarchical feature importance of alerts may
be produced after the machine has been trained. In doing so,
the machine learning technique makes the models dynamic
(e.g., changes based on user alerts and user profile), scalable
(e.g., can add new alerts and the system may account for new
alert feature importance), and/or automated (e.g., not rule
based—the machine learns what 1s best from the data).
[0026] Second, to understand the numerous alerts, a spe-
cial graph may be created that 1s a time series graph plotting
discrete alert data vs. time, along with a corresponding
score. This graph may facilitate the process of understanding
complex alert data and its relation to scoring.

[0027] Third, the small amount of data needed for
machine learning may be addressed by aggregating large
collections of users who have had positive and/or negative
remediation events as positive and negative training cases.
[0028] Fourth, the time series classification problem may
be addressed by splitting 1t into two smaller sub-problems.

[0029] Fifth, the classifier may be trained separately away
from the time series component. The data may be trained
upon and calibrated for the best results. To do so, a logistic
regression classifier may be used (e.g., from the sci-kit learn
library).

[0030] Sixth, the classification model may be re-inserted
back into the time series, and a second round of model
parameters may be optimized to produce the best accuracy.
These parameters may include compounding (e.g., adding
the 1impact of the same alert capture 1n the same window),
N-day window capture, Tri-Label Encoding (e.g., treating
alerts as three different types of categorical data based on a
“me” or “not me” response from a user, or a “no response”
from the user).

[0031] Accordingly, the machine learning model/compu-
tational technique described herein may produce a score
correlating to adverse outcomes in the field of identity
protection, and 1s automated, scalable to new alerts,
dynamic, and eflective for tiny amounts of data. The model
may utilize user profile information and alert data for a user,
and may be either predictive or explanatory. Further, the
model may use a two-tier approach to split the primary
technical challenge addressed herein into two sub problems:
a classification problem and a time series, and addresses
these problems using two calibration or training sessions
separate 1n time and space (e.g., a classification training
model session then a time series calibration session).
Accordingly, the model performs alert compounding, N-day
window alert capture, and/or tri-label alert encoding as
techniques to improve accuracy. In addition, the model may
produce a unique graph that plots discrete alert data vs. time,
along with a corresponding score.

[0032] FIGS. 1A and 1B depict an 1illustrative computing
environment for applying machine learning for identity
health scoring 1n accordance with one or more example
embodiments. Referring to FIG. 1A, computing environ-
ment 100 may include one or more computer systems. For
example, computing environment 100 may include identity
health analysis platform 102, data source system 103, and
client device 104.




US 2022/0309388 Al

[0033] As 1illustrated in greater detail below, i1dentity
health analysis platform 102 may include one or more
computing devices configured to perform one or more of the
functions described herein. For example, identity health
analysis platform 102 may include one or more computers
(e.g., laptop computers, desktop computers, servers, server
blades, or the like) and/or other computer components (e.g.,
processors, memories, communication interfaces). In addi-
tion, and as illustrated in greater detail below, 1dentity health
analysis platform 102 may be configured to apply one or
more machine learning methods to train and deploy models
for 1dentity health analysis.

[0034] Data source system 103 may be or include one or
more computing devices (e.g., servers, server blades, and/or
other devices) configured to store historical and current
fraud alert and/or user profile data. For example, data source
system 103 may be configured to store fraud alerts sent to a
user, user mput indicating whether or not the fraud alerts
correspond to an actual fraud event, whether or not user
input was received indicating whether or not fraud alerts
correspond to an actual fraud event, user profile information,
and/or other identification health information.

[0035] Client device 104 may be a computing device (e.g.,
smartphone, tablet, desktop computer, laptop computer, or
other personal computing device) that may be used by an
enterprise user (e.g., a customer of an enterprise organiza-
tion, such as an insurance provider). In some instances, the
client device 104 may be used to display identity health
information and/or other alerts/graphical user interfaces.

[0036] Computing environment 100 also may include one
or more networks, which may interconnect one or more of
identity health analysis platform 102, data source system
103, client device 104, and/or one or more other systems,
public networks, sub-networks, and/or the like. For example,
computing environment 100 may include a network 101.

[0037] In one or more arrangements, 1dentity health analy-
s1s platform 102, data source system 103, client device 104,
and/or the other systems included in computing environment
100 may be any type of computing device capable of
receiving a user interface, receiving input via the user
interface, and/or commumicating the recerved input to one or
more other computing devices. For example, the systems
included 1n computing environment 100 may, in some
instances, be and/or include server computers, desktop com-
puters, laptop computers, tablet computers, smart phones, or
the like that may include one or more processors, memories,
communication interfaces, storage devices, and/or other
components. As noted above, and as illustrated in greater
detail below, any and/or all of identity health analysis
platform 102, data source system 103, and/or client device
104 may, 1n some 1nstances, be special-purpose computing
devices configured to perform specific functions.

[0038] Retferring to FIG. 1B, 1dentity health analysis plat-
form 102 may include one or more processors 111, memory
112, and commumnication interface 113. A data bus may
interconnect processor 111, memory 112, and communica-
tion interface 113. Communication interface 113 may be a
network interface configured to support commumnication
between i1dentity health analysis platform 102 and one or
more networks (e.g., network 101, or the like). Memory 112
may include one or more program modules having instruc-
tions that when executed by processor 111 cause i1dentity
health analysis platform 102 to perform one or more func-
tions described herein and/or one or more databases that
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may store and/or otherwise maintain information which may
be used by such program modules and/or processor 111. In
some 1nstances, the one or more program modules and/or
databases may be stored by and/or maintained in different
memory units of identity health analysis platform 102 and/or
by different computing devices that may form and/or oth-
erwise make up 1dentity health analysis platform 102. For
example, memory 112 may have, store, and/or include an
identity health analysis module 1124, an identity health
analysis database 1125, and a machine learning engine 112¢.
Identity health analysis module 112a may have instructions
that direct and/or cause 1dentity health analysis platform 102
to train, maintain, and deploy a machine learning model for
identity health analysis, as discussed 1n greater detail herein.
Identity health analysis database 11256 may store information
(e.g., alert information, user mput data labels, or the like)
used by 1dentity health analysis module 1124 and/or 1dentity
health analysis platform 102 1n training, maintaining, and
deploying a machine learning model for identity health
analysis and/or in performing other functions. Machine
learning engine 112¢ may have instructions that direct
and/or cause the identity health analysis platform 102 to
identily and predict identity health information, and to set,
define, and/or iteratively refine optimization rules, tech-
niques and/or other parameters used by the i1dentity health
analysis platform 102 and/or other systems in computing
environment 100.

[0039] FIGS. 2A-2C depict an illustrative event sequence
for applying machine learning for identity health scoring 1n
accordance with one or more example embodiments. Refer-
ring to FIG. 2A, at step 201, the data source system 103 may
establish a connection with the identity health analysis
plattorm 102. For example, the data source system 103 may
establish a first wireless data connection with the identity
health analysis platform 102 to link the data source system
103 to the identity health analysis platform 102 (e.g., 1n
preparation for sending historical data). In some 1nstances,
the data source system 103 may 1dentily whether or not a
connection 1s already established with the identity health
analysis platform 102. IT a connection 1s already established
with the identity health analysis platform 102, the data
source system 103 might not re-establish the connection. If
a connection 1s not yet established, the data source system

103 may establish the first wireless data connection as
described herein.

[0040] At step 202, the data source system 103 may send
historical data (e.g., historical event information) to the
identity health analysis platform 102. For example, the data
source system 103 may send alert information (e.g., fraud
alerts, and/or other types of alerts—e.g., not limited to just
one alert at a time), timestamp information, user data labels
(e.g., user mput indicating whether or not an alert accurately
identified fraud), user response information (e.g., whether a
user failed to respond whether or not an alert accurately
identified fraud), user profile information, and/or other 1den-
tity health information. In some 1nstances, 1 sending the
historical data, the data source system 103 may send third
party data (e.g., from a financial istitution, credit card
company, and/or other institution). In some instances, 1n
sending the historical data, the data source system 103 may
send data corresponding to a plurality of individuals. In
some 1nstances, the data source system 103 may send the
historical data to the identity health analysis platform 102
while the first wireless data connection 1s established.
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[0041] At step 203, the identity health analysis platform
102 may receive the historical data sent at step 202. For
example, the identity health analysis platform 102 may
receive the historical data via the communication interface

113 and while the first wireless data connection 1s estab-
lished.

[0042] At step 204, the identity health analysis platiorm
102 may mitiate tramning of a real time i1dentity health
analysis model. For example, the i1dentity health analysis
platform 102 may perform the first of two steps described
herein to train the real time 1dentity health analysis model.
The 1dentity health analysis platform 102 may perform a
classification training session, where the identity health
analysis platform 102 uses logical regression to train a
classifier model based on the historical data. Additionally or
alternatively, the 1dentity health analysis platform 102 may
utilize a sci-kit learn library to train the classifier model.

[0043] More specifically, the 1identity health analysis plat-
form 102 may select a model for classification based on
static data (e.g., the historical data). Once a model 1s
selected, the identity health analysis platform 102 may
create positive and negative cases for training (e.g., label the
historical data as positive or negative). For example, in
creating the positive cases, the identity health analysis
plattorm 102 may 1dentify alerts for which remediation
occurred (e.g., a user indicated that an alert was accurate
with a “not me” input—e.g., indicating that he or she did not
make a particular transaction, and thus the alert properly
flagged the transaction). In creating the negative cases, the
identity health analysis platform 102 may i1dentily alerts for
which no remediation occurred (e.g., no user mput was
received regarding the alert or input received indicating that
an alert incorrectly flagged a fraud event——e.g., by providing
a “me” mput confirming that the user actually performed a
particular flagged transaction, account request, or the like).
In these instances, the 1dentity health analysis platform 102
may select alerts (corresponding to the historical data) for a
given time range prior to a particular event (e.g., alert) being
analyzed. For example, for positive cases, the 1dentity health
analysis platform 102 may select alerts from six months
prior to an event being analyzed up to one day prior to the
event being analyzed. For negative cases, the 1identity health
analysis platform 102 may select alerts from twelve months
prior to an event being analyzed up to six months prior to the
event being analyzed. The 1dentity health analysis platform
102 may then break this list of selected alerts into n sized
sequences, which retain an original time order. Then, the
identity health analysis platform 102 may accordingly train
a time static classifier to distinguish between positive and
negative cases.

[0044] For example, 1f training sequences of three alerts
are being used within a five alert sequence (a, b, ¢, d, e), the
training data would be as follows: (a), (a, b), (a, b, ¢), (b, c,
d), (c, d, e), (d, e), (e). Accordingly, these sequences may be
subsequently scored and aggregated.

[0045] At step 205, the identity health analysis platform
102 may perform the second of the two steps described
herein to train the real time 1dentity health analysis model.
For example, the identity health analysis platform 102 may
perform time series calibration using the trained classifier
model as an input (e.g., the identity health analysis platform
102 may 1nsert the time static classifier (e.g., trained at step
204) into time series data). In some 1nstances, 1n performing
the time series calibration, the 1dentity health analysis plat-
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form 102 may tune parameters of the real time identity
health analysis model by performing techniques including
one or more of: alert compounding, N-day window alert
capture, tri-label encoding, and/or other techniques.

[0046] For example, 1in performing the alert compounding,
the identity health analysis platform 102 may count a
particular alert each time that 1t appears 1n a capture window
(e.g., 1f the same alert appears three times 1n a seven day
capture window, 1t 1s counted three times). It may be
important to consider the frequency of such alerts, as higher
frequency may indicate higher risk (e.g., three “new
accounts opened” alerts may be more significant than one).

[0047] With regard to N-day window alert capture, the
identity health analysis platform 102 may consider alerts
from a particular time duration for refinement of the real
time health 1dentity model (e.g., the window period for each
calculation date). For example, if the calculation date is
today, and a seven day window i1s being implemented, the
identity health analysis platform 102 may go back seven
days to capture alerts that have been sent, and may include
these alerts 1n the time series calibration.

[0048] With regard to tri-label encoding, the historical
data (e.g., alerts) 1s labeled with “me,” “not me,” or “no
response’” based on user responses to alerts that were sent to
them. For example, a user may receive an alert that a
transaction was executed, and may indicate that he or she
executed the transaction. In other instances, the user may
indicate that he or she did not execute the transaction (e.g.,
an 1dentified fraud event). In other instances, the user may
provide no 1ndication of whether or not he or she executed
the transaction. These responses may be mathematically
modeled, by the identity health analysis platform 102, into
the real time 1dentity health analysis model.

[0049] By applying such techniques as N-day window
capture and tri-label encoding, the identity health analysis
platform 102 may increase accuracy of the real time 1dentity
health analysis model by more closely reflecting severity in
the real world (the ground truth). This may result in a
machine learning model configured to output identity health
information for a user.

[0050] Referring to FIG. 2B, at step 206, the identity
health analysis platform 102 may store the real time 1dentity
health scoring model, trained at steps 204 and 205, which
may enable the real time 1dentity health scoring model for
future use. In some instances, the identity health analysis
platform 102 may store the real time 1dentity health scoring
model 1n the memory 112 (e.g., 1dentity health analysis
module 112q, identity health analysis database 1125, and/or
machine learning engine 112¢).

[0051] At step 207, the 1dentity health analysis platform
102 may train a predictive identity health scoring model. For
example, 1n contrast to the real time 1dentity health scoring
model trained above at steps 204 and 205, which may be
configured to identily a real time i1dentity health, the pre-
dictive identity health scoring model may be configured to
predict a future state of identity health for an individual. In
some 1nstances, the identity health analysis platform 102
may train the predictive identity health scoring model using
neural network regression. In doing so, the identity health
analysis platform 102 may pull a sequence of alerts from the
historical data, and label them as positive or negative based
on the presence or absence of a remediation event respec-
tively (e.g., as described above with regard to the real time
identity health scoring model).
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[0052] In tramming the predictive i1dentity health scoring
model, the 1dentity health analysis platform 102 might not
remove duplicate alerts. For example, 1n a sequence of three
alerts, a valid training sample for the identity health analysis
plattorm 102 may include three identical alerts, and the
identity health analysis platform 102 may consider each one.
Furthermore, 1n traiming the predictive 1dentity health scor-
ing model, the identity health analysis platform 102 may
consider alert data from an N-day window (e.g., a number of
days back 1n time). For example, for alerts labeled as
positive cases, the predictive identity health scoring model
may use a seven day window prior to occurrence of the
corresponding remediation events (e.g., alert data for a week
prior to receipt ol user input indicating “me” or “not me).
For alerts labeled as negative cases, the predictive identity
health scoring model may collect alerts for a seven day
period that ends a week from the current date). Accordingly,
for score prediction 1n a seven day model, the identity health
analysis platform 102 may collect a week’s worth of alerts.
Seven days 1s merely an illustrative time window, and other
windows (e.g., 6 months, or the like), may be used without
departing from the scope of the disclosure.

[0053] At step 208, the identity health analysis platform
102 may store the predictive identity health scoring model
trained at step 207, which may enable the predictive identity
health scoring model for future use. In some 1nstances, the
identity health analysis platform 102 may store the predic-
tive 1identity health scoring model 1n the memory 112 (e.g.,
identity health analysis module 112a, 1dentity health analy-
s1s database 1126, and/or machine learning engine 112c¢).

[0054] At step 209, the data source system 103 may send
current data (e.g., new event data) for a user to the identity
health analysis platform 102. For example, the data source
system 103 may send data such as alert information (e.g.,
fraud alerts), timestamp information, user data labels (e.g.,
user mput indicating whether or not an alert accurately
identified fraud), user response information (e.g., whether a
user failed to respond whether or not an alert accurately
identified fraud), user profile information, and/or other 1den-
tity health information. In some 1nstances, the data source
system 103 may send the current data to the 1dentity health
analysis platform 102 while the first wireless data connec-
tion 1s established. In some instances, step 209 may be
optional, and the data source system 103 might not send
additional (current) data to the identity health analysis
plattorm 102.

[0055] At step 210, the identity health analysis platform
102 may receive the current data sent at step 209. For
example, the identity health analysis platform 102 may
receive the current data via the communication interface 113
and while the first wireless data connection 1s established. In
some 1nstances, step 210 may be optional, and the identity
health analysis platform 102 might not receive additional
(current) data from the data source system 103.

[0056] Referring to FIG. 2C, at step 211, the idenfity
health analysis platform 102 may input the current data into
the real time 1dentity health analysis model and/or the
predictive 1dentity health analysis model. In some instances,
steps 209/210 may be optional, and thus rather than mput-
ting additional (current) data into the real time identity
health analysis model and/or the predictive 1dentity health
analysis model, the i1dentity health analysis platform 102
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may make a prediction based on the real time 1dentity health
analysis model and/or the predictive identity health analysis
model 1tsell.

[0057] In some 1nstances, the identity health analysis
plattorm 102 may compute a series of 1dentity health scores,
which may be plotted on a graph (e.g., as shown 1n graphical
user interface 405, which 1s illustrated mn FIG. 4) as an
identity health trend line. For example, the identity health
analysis platform 102 may use the real time identity health
analysis model and/or the predictive 1dentity analysis mode

to 1dentify values between 0 and 1 (e.g., representative of an
identity health score for a particular moment 1n time), and
multiplying these values by 100 to actually get the 1dentity
health scores. In some 1nstances, the identity health analysis
plattorm 102 may generate this graph and send it to the
client device 104 for display. In other instances, the identity
health analysis platform 102 may generate/send the scoring/
other information that may be used by the client device 104
to produce the graph. As described below, the graph may
include an 1dentity health score trend for a user as plotted
against time, along with information such as instances of
alerts (e.g., fraud alerts), user data labels (e.g., user mput
indicating a response of “me” or “not me” for an alert), fraud
events, and/or other information. In these instances, the
identity health analysis platform 102 may generate an 1den-
tity health score trend that peaks when a confirmed fraud
event occurs. In some instances, the 1dentity health analysis
plattorm 102 may include a critical line on the graph,
indicating a threshold level for concern (e.g., if the 1dentity
health score trend exceeds critical line, this may indicate
poor 1dentity health).

[0058] In some instances, the real time identity health
analysis model and/or the predictive identity health analysis
model may weight alerts differently 1n computation of the
identity health scores. For example, the models may weight
“new 1mquiry” alerts (e.g., indicating that a new 1mquiry was
made on a credit file) differently than “financial transaction”™
alerts (e.g., indicating that a transaction above a given
threshold was executed). In some 1nstances, the models may
further weight alerts based on user responses to the alerts
(e.g., a lack of response, “me”/*not me” response (e.g., a
user confirming whether or not a fraud alert 1s accurate), or
the like). For example, the models may apply a weight value
of 1 to 1dentity health scores for alert type “new inquiry” and
response “not me,” and a weight value of 0.925 to the
identity health scores for alert type “new account” and
response “‘not me.”

[0059] In doing so, the identity health analysis platiform
102 may generate real time and/or predictive 1dentity health

information indicating a current and/or future status of the
user’s 1dentity health.

[0060] At step 212, the 1dentity health analysis platform
102 may establish a connection with the client device 104.
For example, the identity health analysis platform 102 may
establish a second wireless data connection with the client
device 104 to link the identity health analysis platform 102
to the client device 104 (e.g., in preparation for sending
identity health information). In some instances, the identity
health analysis platform 102 may i1dentity whether or not a
connection 1s already established with the client device 104.
If a connection 1s already established with the client device
104, the identity health analysis platform 102 might not
re-establish the connection. If a connection 1s not yet estab-
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lished with the client device 104, the identity health analysis
plattorm 102 may establish the second wireless data con-
nection as described herein.

[0061] At step 213, the identity health analysis platiorm
102 may send the identity health information, generated at
step 212, to the client device 104. For example, the 1identity
health analysis plattorm 102 may send the identity health
information to the client device 104 via the communication
interface 113 and while the second wireless data connection
1s established. In some 1instances, along with the identity
health information, the identity health analysis platform 102
may send one or more commands directing the client device
104 to display an 1dentity health interface using the identity
health information.

[0062] At step 214, the client device 104 may receive the
identity health information sent at step 213. For example, the
client device 104 may recerve the identity health information
while the second wireless data connection 1s established. In
some 1nstances, the client device 104 may also receive the
one or more commands directing the client device 104 to
display the 1dentity health interface using the 1dentity health
information.

[0063] At step 215, based on or 1n response to the one or
more commands directing the client device 104 to display
the idenftity health interface, the client device 104 may
generate and/or otherwise display the i1dentity health inter-
face based on the i1dentity health information. For example,
the client device 104 may display a graphical user interface
similar to graphical user interface 405, which 1s illustrated 1n
FIG. 4. For example, the client device 104 may display an
identity health score trend for the user as plotted against
time, along with information such as instances of alerts (e.g.,
fraud alerts), user data labels (e.g., user mput indicating a
response of “me” or “not me” for an alert), fraud events,
and/or other information. In this example, the client device
104 may display an i1dentity health score trend that peaks
when a confirmed fraud event occurs. In some 1nstances, the
client device 104 may display a critical line on the graph,
indicating a threshold level for concern (e.g., 11 the identity
health score trend exceeds critical line, this may indicate
poor 1dentity health).

[0064] Additionally or alternatively, the client device 104
may display a graphical user iterface similar to graphical
user interface 505, which 1s illustrated in FIG. 5. For
example, the client device 104 may display a graphical user
interface indicating a sliding color scale, and a point on the
scale that retlects the status of a user’s identity health (e.g.,
excellent to poor). In this example, the client device 104 may
reflect the user’s 1dentity health as a particular color 1nstead
of or 1n addition to a score. Additionally or alternatively, the
client device 104 may display alerts related to identity health
(e.g., new 1nquiries, financial transactions, early warnings,
and/or other information).

[0065] In instances where a particular individual 1s not a
customer of the enterprise organization corresponding to
identity health analysis platform 102, the client device 104
might not display an interface that includes a score gener-
ated specifically for that individual based on their data (e.g.,
because the machine learning models described above might
not have access to alert/event data for that individual).
However, the client device 104 may display an interface that
includes generalized identity health information for the
individual based on a comparison of factors such as age,
location, income, region, and/or other demographics infor-
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mation for the individual to individuals for whom data 1s
stored 1 the models. Accordingly, a representative score
may be generated for the individual, though 1t might not be
as customized as the scores/interfaces presented to a cus-
tomer. In these instances, the analysis used to create such
interfaces may be performed at the 1dentity health analysis
plattorm 102 (e.g., using the i1dentity health scoring models
described above), and results of the analysis may be sent to
the client device 104 for display. Similarly, such methods
could be used to generate a baseline assessment of new
customers prior to analyzing their fraud data.

[0066] FIG. 3 depicts an illustrative method for applying
machine learning for identity health scoring 1n accordance
with one or more example embodiments. Referring to FIG.
3, at step 305, a computing platform having at least one
processor, a communication interface, and a memory may
receive historical data. At step 310, the computing platform
may perform a classification training session for a real time
identity health scoring model. At step 315, the computing
platform may perform a time series calibration session for
the real time 1dentity health scoring model. At step 320, the
computing platform may train a predictive identity health
scoring model. At step 325, the computing platform may
receive current data. At step 330, the computing platform
may input the current data into the real time 1dentity health
scoring model and/or the predictive 1dentity health scoring
model to generate 1dentity health information. At step 335,
the computing platform may send 1dentity health informa-
tion and one or more commands directing a client device to
display a graphical user interface based on the identity
health information.

[0067] Although the systems and methods described
herein primarily relate to 1dentity health in the context of
credit alerts, this 1s for illustrative purposes only, and such
systems and methods may apply to other contexts such as
identity theft, dark web sale of credentials, email compro-
mise, social media compromise, and/or other contexts, with-
out departing from the scope of this disclosure.

[0068] One or more aspects of the disclosure may be
embodied 1n computer-usable data or computer-executable
istructions, such as 1 one or more program modules,
executed by one or more computers or other devices to
perform the operations described herein. Generally, program
modules include routines, programs, objects, components,
data structures, and the like that perform particular tasks or
implement particular abstract data types when executed by
one or more processors 1in a computer or other data process-
ing device. The computer-executable instructions may be
stored as computer-readable instructions on a computer-
readable medium such as a hard disk, optical disk, remov-
able storage media, solid-state memory, RAM, and the like.
The functionality of the program modules may be combined
or distributed as desired 1n various embodiments. In addi-
tion, the functionality may be embodied in whole or 1n part
in firmware or hardware equivalents, such as integrated
circuits, application-specific integrated circuits (ASICs),
field programmable gate arrays (FPGA), and the like. Par-
ticular data structures may be used to more elflectively
implement one or more aspects of the disclosure, and such
data structures are contemplated to be within the scope of
computer executable instructions and computer-usable data
described herein.

[0069] Various aspects described herein may be embodied
as a method, an apparatus, or as one or more computer-
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readable media storing computer-executable instructions.
Accordingly, those aspects may take the form of an entirely
hardware embodiment, an entirely software embodiment, an
entirely firmware embodiment, or an embodiment combin-
ing software, hardware, and firmware aspects 1n any com-
bination. In addition, various signals representing data or
events as described herein may be transferred between a
source and a destination in the form of light or electromag-
netic waves traveling through signal-conducting media such
as metal wires, optical fibers, or wireless transmission media
(e.g., air or space). In general, the one or more computer-
readable media may be and/or include one or more non-
transitory computer-readable media.

[0070] As described herein, the various methods and acts
may be operative across one or more computing servers and
one or more networks. The functionality may be distributed
in any manner, or may be located in a single computing
device (e.g., a server, a client computer, and the like). For
example, 1n alternative embodiments, one or more of the
computing platforms discussed above may be combined into
a single computing platform, and the various functions of
cach computing platform may be performed by the single
computing platform. In such arrangements, any and/or all of
the above-discussed communications between computing
platforms may correspond to data being accessed, moved,
modified, updated, and/or otherwise used by the single
computing platform. Additionally or alternatively, one or
more of the computing platforms discussed above may be
implemented 1n one or more virtual machines that are
provided by one or more physical computing devices. In
such arrangements, the various functions of each computing
plattorm may be performed by the one or more virtual
machines, and any and/or all of the above-discussed com-
munications between computing platforms may correspond
to data being accessed, moved, modified, updated, and/or
otherwise used by the one or more virtual machines.
[0071] Aspects of the disclosure have been described 1n
terms of 1llustrative embodiments thereof. Numerous other
embodiments, modifications, and variations within the scope
and spirit of the appended claims will occur to persons of
ordinary skill in the art from a review of this disclosure. For
example, one or more of the steps depicted 1n the illustrative
figures may be performed in other than the recited order, and
one or more depicted steps may be optional in accordance
with aspects of the disclosure.

What 1s claimed 1s:
1. A computing platform comprising:
at least one processor;

a communication interface communicatively coupled to
the at least one processor; and
memory storing computer-readable 1nstructions that,
when executed by the at least one processor, cause the
computing platform to:
train a machine learning model using historical event
information, wherein training the machine learning
model comprises:

classitying the historical event information using
logical regression, and

alter classilying the historical event information,
performing time series calibration on the classified
historical event information, wherein training the
machine learning model configures the machine
learning model to output 1dentity health informa-
tion;
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recelve new event information;

input the new event information into the machine
learning model, wherein inputting the new event
information into the machine learning model causes
the machine learning model to output the identity
health information; and

send, to a client device, the 1dentity health information
and one or more commands directing the client
device to display an 1identity health interface,
wherein sending the 1dentity health information and
one or more commands directing the client device to
display the identity health interface causes the client
device to display the identity health interface.

2. The computing platform of claim 1, wherein perform-
ing the time series calibration comprises performing one or
more of alert compounding, N-day window alert capture, or
tri-label encoding.

3. The computing platform of claim 2, wherein perform-
ing the alert compounding comprises considering an alert
type a number of times that it appears within a capture
window.

4. The computing platform of claim 2, wherein perform-
ing the N-day window alert capture comprises considering
historical event information from N-days prior to a current
date up to the current date.

5. The computing platform of claim 2, wherein the
historical event information comprises 1dentity threat alerts.

6. The computing platform of claim 5, wherein perform-
ing the tri-label encoding comprises:

labeling the historical event information based on user

input indicating that an identity threat alert correctly
identified a threat or incorrectly identified a threat, or
labeling the historical event information to indicate that
user input was not recerved for the corresponding alert.

7. The computing platform of claim 1, wherein classiiying
the historical event information comprises:

graphing alert data and fraud event data against time, and
deriving, based on the graph, identity health score data.

8. The computing platiorm of claim 7, wherein displaying
the 1dentity health interface comprises displaying the graph.

9. The computing platform of claim 1, wherein displaying
the identity health interface comprises displaying a color
coded scale and a user’s position on the color coded scale,
wherein the user’s position on the color coded scale indi-
cates an 1dentity health status for the user.

10. The computing platform of claim 1, wherein the
machine learning model 1s configured to provide real time
identity health scoring information.

11. The computing platform of claim 1, wherein the
memory stores additional computer-readable instructions
that, when executed by the at least one processor, further
cause the computing platform to:

train, using neural network regression, a predictive 1den-
tity health scoring model configured to predict identity
threat events.

12. A method comprising:

at a computing platform comprising at least one proces-
sor, a communication interface, and memory:

training a machine learning model using historical
event information, wherein training the machine
learning model comprises:

classifying the historical event information using
logical regression, and
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alter classilying the historical event information,
performing time series calibration on the classified
historical event information, wherein training the
machine learning model configures the machine
learning model to output 1dentity health informa-
tion;
applying the machine learning model to output the
identity health information; and
sending, to a client device, the 1dentity health informa-
tion and one or more commands directing the client
device to display an identity health interface,
wherein sending the i1dentity health information and
one or more commands directing the client device to
display the identity health interface causes the client
device to display the identity health interface.

13. The method of claim 12, wherein performing the time
series calibration comprises performing one or more of alert
compounding, N-day window alert capture, or tri-label
encoding.

14. The method of claim 13, wherein performing the alert
compounding comprises considering an alert type a number
of times that it appears within a capture window.

15. The method of claim 13, wherein performing the
N-day window alert capture comprises considering histori-
cal event information from N-days prior to a current date up
to the current date.

16. The method of claim 13, wherein the historical event
information comprises 1dentity threat alerts.

17. The method of claim 16, wherein performing the
tri-label encoding comprises:

labeling the historical event information based on user

input indicating that an identity threat alert correctly
identified a threat or incorrectly i1dentified a threat, or
labeling the historical event information to indicate that
user input was not recerved for the corresponding alert.

18. The method of claim 12, wherein classifying the

historical event information comprises:
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graphing alert data and fraud event data against time, and
deriving, based on the graph, identity health score data.
19. The method of claim 18, wherein displaying the
identity health interface comprises displaying the graph.
20. One or more non-transitory computer-readable media
storing 1nstructions that, when executed by a computing
platform comprising at least one processor, a communica-
tion interface, and memory, cause the computing platform
to:
train a machine learming model using historical event
information, wherein training the machine learning
model comprises:
classitying the historical event information using logi-
cal regression, and
after classifying the historical event information, per-
forming time series calibration on the classified
historical event information, wherein training the
machine learning model configures the machine
learning model to output identity health information;
receive new event information;
input the new event information mto the machine learning
model, wherein putting the new event information
into the machine learning model causes the machine
learning model to output the i1dentity health informa-
tion; and
send, to a client device, the i1dentity health information
and one or more commands directing the client device
to display an 1dentity health interface, wherein sending
the 1dentity health information and one or more com-
mands directing the client device to display the identity
health interface causes the client device to display the
identity health interface, wherein the identity health
interface 1ncludes:
a graph of alert data plotted against time,
a graph of fraud data plotted against time, and
a graph of i1dentity health score against time.
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